BLOCKCHAIN FORENSICS REPORT

TRON Mainnet — TRC-20 USDT Fund Flow Analysis
Case Reference: NTI-LEAVITT-2026-001 | April 3, 2026

SCOPE & METHODOLOGY

This report presents the complete on-chain forensic analysis of 14 wallets associated with Case
NTI-LEAVITT-2026-001. All data was obtained from the public TRON blockchain via TronScan (tronscan.org)
and cross-referenced against known exchange attribution data. Method signatures were analyzed to distinguish
USDT transfers (a9059cbb) from TRX energy delegation (9ddf93bb) and approval transactions (095ea7b3).

FUND FLOW — 3-LAYER CASCADE

Layer 1 — Crime Wallets (Fraud Networ k)

Four wallets constitute the primary fraud layer — the entry point for victim funds and immediate layering chain:

TG& 5bSTBBUPAY7bhsCGhmaf eD. . Primary Col | ection $7, 080. 00 $7, 080. 00 $0. 00 SVEPT

TSt 36wWledf NJaCs433MyUNe. . . Primary Sink $116. 94 $0. 00 $116. 94 FREEZE
TLSpt Uxet Spj B8XRS6Qr ndwwu. . . Gate.io Exit $366. 94 $0. 00 $366. 94 FREEZE
TCnJ7ngFdc639YumvhkJ1nR8. . . Active Cycling $6, 596. 12 $6, 596. 12 $0. 00 ACTI VE

Layer 2— Exchange & Relay Wallets

Funds flowed through 7 additional intermediate and exchange wallets before reaching the likely cash-out

destination:

TUAVEr uvZwLLkSf VObNw12. . . Bybit Hot Wall et Bybi t KYC Subpoena —-conpl i ance@yhbit.com
TLSpt Uxet Spj BBXRS6Qr nJ. . . Gate.io Exit Gate.io Freeze + KYC —conpliance@ate.io
TA8rLndm . . kJHKAH7L Rel ay #1 Unknown Tag Chai nAbuse

THXLBByJ. .. Jii FB Rel ay #2 Unknown Tag Chai nAbuse
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Tn9Y2kh. .. SLL Rel ay #3 Unknown Tag Chai nAbuse
TWI4W Z9. . . 7h74 Conver si on Unknown Monitor / Tag

TYukBQZ2. . . V3h Term nal Si nk Unknown Moni t or

Layer 3— Infrastructure & Operators

Two operator wallets supported the fraud infrastructure:

Address Label Balance Purpose Action
(TRX)
TJDENsf BJs4R. . . GasFr ee4uCOM 35.33 TRX Gas/ Ener gy Oper at or Report Fi nCEN
TCvnWQhFqg. . . Dar k Energy Market 27,300,000 TRX Unlicensed MSB Fi nCEN
Ref erral

CONTRACT METHOD SIGNATURES OBSERVED

Method Function Countin Significance
Signature Trace
a9059chb transf er (addr ess, ui nt 256) 29 USDT transfers —direct theft
evi dence
9ddf 93bb del egat eResour ce(addr, i nt 64, i nt 8 TRX energy del egation to fraud
32) wal | et
095ea7b3 approve( addr ess, ui nt 256) 3 Token approval —potenti al

drai ner prep

TIMING ANALYSIS— AUTOMATED SWEEPING CONFIRMED

Transaction timing analysis reveals a systematic automated sweeping pattern:

Same-block sweeps Victim USDT transfers swept from collection wallet within same or next TRX
block (~3 seconds)

Gas-before-sweep TRX energy delegated from operator (TJIDENsfBJs4R) BEFORE victim
transfer, indicating pre-staged infrastructure

Multi-hop velocity Funds passed through 3—4 wallets within 30 minutes of initial deposit

NTI-LEAVITT-2026-001 — CONFIDENTIAL INVESTIGATION REPORT — tronfraud.unykorn.org Page 2



Bybit alignment $480 USDT swept to Bybit-attributed address within 2 hours of same-day
victim deposit

Weekend timing Peak activity September 13-15 (Fri-Sun 2025) — timing typical of
cross-border fraud farms

SPAM TOKEN ANALYSIS

The following unauthorized spam tokens were airdropped to the fraud wallet, a common intelligence-gathering
and social engineering technique:

HASHSNET 888.8 Phi shing lure —redirects to Bl ockchain hash recovery scam

tron.ink 1, 000, 000 Mass airdrop spam —associated with Tron phi shing canpai gns

Pay. bi 8, 888. 88 Chi nese |ucky nunber (88) pattern —targets Chinese-speaking fraud
victins

GasFr ee4uCoM 35.33 Gas service advertisement —operator self-identifying

WARNING: Do NOT interact with spam tokens. Many contain instructions to visit phishing sites that
harvest private keys or seed phrases.

FREEZABLE ASSETS— TETHER RECOVERY WINDOW

Total on-chain freezable USDT as of April 3, 2026: $483.88 USDT. Tether Limited (issuer of USDT) has
technical authority under their terms of service to freeze specific wallet addresses upon verified fraud or law
enforcement request. This window remains OPEN. Contact support@tether.to or legal@tether.to
immediately with this case reference.
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